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DOMAIN 1:

ASSESS RISK

The first step in achieving cyber resilience is understanding your
organisation’s unique risk landscape. Without a clear picture of your
asset inventory, vulnerabilities, threats and potential impacts, building
an effective defence is impossible.

WHAT TO DO

O Conduct base and comprehensive technical risk assessments using frameworks
like Mitre ATT&CK, NIST Special Publication 800-30 and ISA/IEC 62443-3-2 to
determine your high areas of cyber risk

Quantify business risk using methodologies such as the Open Factor Analysis of
Information Risk (FAIR), or Bow Tie Analysis, prioritising actions based on their
business impact.

Involve engineering, maintenance, IT and leadership stakeholders to align security
goals with operational priorities.

Organisations can justify targeted investments to reduce risk to acceptable levels
by understanding cyber risk and establishing a strong foundation for an effective
cybersecurity strategy.




DOMAIN 2:

DEVELOP
STRATEGY

Good security does not happen by accident. It starts with meaningful
and strategic design. This domain focuses on embedding security
principles into your systems’ architecture, ensuring that resilience is
built-in, not bolted on.

WHAT TO DO

O Use the Purdue Enterprise Reference Architecture (PERA) to group OT assets into
secure zones, each with its own protection, detection and response controls.

Develop a cybersecurity roadmap that aligns with business goals and requlatory
requirements.

Design your OT architecture at the earliest stages of a project lifecycle to minimise
the potential impact of breaches and ensure quick recovery when incidents occur.

A secure architecture provides the structural backbone needed to withstand
cyberattacks.




DOMAIN 3:

STRENGTHEN
DEFENCES

After identifying risks and implementing strategies, the emphasis
shifts to fortifying defences. This area focuses on establishing
proactive measures to safequard your systems and prepare for the
unavoidable.

WHAT TO DO

O Implement OT-specific security tools to ensure network segmentation, intrusion
detection and vulnerability management capabilities.

Develop and test incident response plans tailored to your operational needs.

Establish a dedicated Industrial Control Security Response Team (ICSIRT) to
respond swiftly to security breaches.

Protective controls are the first base but are never sufficient. Organisations
need to bolster their defences in the triad of protection, detection and reaction.
This leads to resilience, which results in minimising downtime, protecting critical
operations and reducing the impact of attacks.




DOMAIN 4.

CULTIVATE
AWARENESS

Technology alone cannot secure OT environments, and people play a
crucial role. Unfortunately, human error remains one of the leading
causes of cybersecurity incidents and the primary attack vector
used by the most sophisticated threat actors. This domain focuses on
creating a culture of cybersecurity awareness and engagement.

WHAT TO DO

O Provide reqular OT-specific training programmes for employees, contractors and
vendors.

Consider behavioural assessments in a high-security environment to identify and
address human vulnerabilities.

Foster collaboration between OT and IT teams to break down silos and promote
shared responsibility for industrial security.

Empowering your people with knowledge and awareness can transform them from
a potential risk into your first line of defence.




DOMAIN 5:

MONITOR
AND IMPROVE

Cyber resilience is not a one-time accomplishment. It is an iterative
process of continuous improvement with direction from the board.
This domain ensures that organisations remain vigilant and adaptable
in the face of evolving threats.

WHAT TO DO

O Implement a Cybersecurity Management System (CSMS) aligned with frameworks
like ISA/IEC 62443-2-1to ensure consistent governance and policy enforcement.

Monitor your systems in real-time using threat intelligence tools and Managed
Detection and Response (MDR) services.

Reqularly review and update your security measures to address emerging
vulnerabilities and threats.

Strong governance and continuous improvement help organisations stay one step
ahead of adversaries.




RESILIENCE
IN ACTION

Addressing cybersecurity across these five domains, organisations create a
holistic, proactive approach to protecting their OT systems. Risk assessments
identify vulnerabilities, strategic planning establishes robust defences, and ongoing
governance ensures that security measures evolve within your organisation
alongside the threat landscape.

In today’s interconnected world, industrial cyber resilience is no longer optional and

is simply essential. Whether you’re safequarding a single site or managing complex
critical infrastructure, the Five Domains of Industrial Cyber Resilience break complex
security down into simply understood language that can be addressed strategically. One
of the most significant challenges in cybersecurity is engaging non-technical persons

in authority, communicating risk in meaningful language, and encouraging top-down
governance. This is why the first domain mentioned is possibly the most important. If
you can provide the clarity and structure necessary to protect operations whilst gaining
support from your Board, you can ensure compliance, deliver value and build trustin a
secure future.
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